BO THONG TIN VA CONG HOA XA HQI CHU NGHIA VIET NAM

TRUYEN THONG Poc 1ap - Tu do - Hanh phuc
S6: 22/2020/TT-BTTTT Ha Noi, ngay 07 thang 9 nam 2020
THONG TU

QUY DINH VE YEU CAU KY THUAT BOI VOI PHAN MEM KY SO, PHAN MEM KIEM
TRA CHU KY SO

Can cur Luat giao dich dién tw ngay 29 thang 11 nam 2005,

Can cir Nghi dinh 56 130/2018/ND-CP ngay 27 thang 9 nam 2018 cua Chinh phu quy
dinh chi tiet thi hanh Ludt giao dich dién tw vé chir ky so va dich vu chung thuc chit ky so;

Can cir Nghj dinh s6 17/2017/ND-CP ngay 17 thang 02 nam 2017 cua Chinh phu quy
dinh chitc nang, nhiém vu, quyén han va co cdu té chirc ciia Bé Théng tin va Truyén thong;

Theo dé nghi ciia Gidam doc Trung tam Chitng thire dién tir quoc gia,

B truong Bo Thong tin va T) ruyen thong ban hanh Thong tw quy dinh vé yéu cau ky thudt
doi véi phan mém ky s6, phan mém kiém tra chit ky so.

Chuong 1
QUY PINH CHUNG
Piéu 1. Pham vi diéu chinh

1. Thong tu nay quy dinh yéu cau k¥ thuat déi voi phan mém ky sb, phin mém kiém tra
chir ky so.

2. Yéu cau k¥ thuat d6i voi phan mém ky sb, phan mém kiém tra chir ky sé cho vin ban
dién tr trong co quan nha nudc khong thudc pham vi diéu chinh ciia Thong tu nay.

Diéu 2. Poi twong ap dung
1. Thong tu nay ap dung ddi voi co quan, t6 chirc, ca nhan lwa chon sir dung phin mém
ky s0, phan mém ki€m tra chir ky so trong giao dich di¢n tur; cac td churc cung cap dich vu ching

thuc chir ky s6; cac t chirc, ca nhan phat trién tng dung, st dung chit ky sb.

2. Théng tu nay khong ap dung ddi voi to chirc cung cip dich vu chimg thuc chir ky sb
chuyén dung Chinh phu.

Piéu 3. Giai thich tir ngir



1. "Ching thu sé t6 chic" 1a mdt dang chimg thu dién tir do t6 chirc cung cap dich vu
chimg thue chir ky s6 cap nham cung cap thong tin dinh danh cho khoa cong khai cua mot co
quan, to chirc tir @6 x4c nhan co quan, t6 chirc 1a ngudi ky chit ky s6 bang viée sir dung khoa bi
mat tuong ung.

2. "Chung thu s6 ca nhan" 1a mot dang ching thu dién tr do t6 chtrc cung cap dich vu
chuing thuc chit ky s6 cap nham cung cap thong tin dinh danh cho khoéa cong khai ciia mot ca
nhan, tir 6 x4c nhan ca nhan la nguoi ky chit ky s bang viéc sir dung khoa bi méat tuong ung.

3. "Khoa bi mat t6 chirc" 1 khoa bi mat twong tng voi chimg thu s6 t6 chic.

4. "Khoa bi mat ca nhan" 1a khoa bi mat twong g vi chiing thu s6 ca nhan.

5. "Phan mém ky s4" 1a chuong trinh phan mém doc 1ap hodc mét thanh phan (module)
phan mém hodc giai phap co chirc ning ky s6 vao thong diép dit liéu.

6 "Phan mém l‘dém tra chir ky s6" 1a chuong trinh phin mém ddc lap hodc mot thanh
phan (module) phan mém hodc giai phap ¢ chie nang kiém tra tinh hop 1& cua chir ky s6 trén
thong diép dir liéu ky so.

7. "Duong d:?}n tin tuéng cua ching thu sd" 1a théng tin duong dﬁn,dia chi internet trén
ching thu s6 cho biét to chirc cung cap dich vu chung thue chir ky s6 dé cap phat ra ching thu
s0 do.

Chuong 11

YEU CAU KY THUAT POI VOI PHAN MEM KY SO, PHAN MEM KIEM TRA CHU
KY SO

Muc 1- Phin mém Ky s6
Piéu 4. Yéu ciu chung

Tuén thu cac tiéu chuan k¥ thuat vé chit ky s trén thong diép dir liéu tai Phu luc Danh
muc ti€éu chuan ky thuat veé chit ky so trén thong di€p dir li¢u kém theo Thong tu nay.

Dieu 5. Yéu cau chirc nang
1. Chtrc nang ky so:

a) Truong hop nguoi ky sé trén thong diép dir lidu 1a ca nhan, cho phép ngudi ky sb sir
dung khoa bi mat ca nhan de thuc hién viéc ky so vao thong di¢p dir lidu;

b) Truong hop nguoi ky s6 trén thong di¢p dir liéu la t6 chirc, cho phép nguoi ky sé st
dung khoa bi méat to chire dé thuc hién viéc ky so vao thong diép dir liu.

2. Chirc nang kiém tra hi¢u luc cua chimg thur s:



a) Cho pheép viée kiém tra chimg thu sé cua nguoi ky s trén thong diép dir liéu phai kiém
tra theo duong dan tin tuong trén ching thu s6 va phai thuc hién dén t6 chuc cung cap dich vu
chimg thyc chit ky s qudc gia.

b) Noi dung kiém tra hiéu luc cta chimg thu s6 tai thoi diém ky s6:
- Thoi gian ¢6 hi¢u lyc cua chung thu $6;

- Trang thai ching thu s6 qua danh sach ching thu sb thu hdi (CRL) dugc cong bb tai
thoi diém ky so hodc bang phuong phap kiém tra trang thai chung thu so truc tuyen (OCSP) ¢
ché d6 truc tuyén trong truong hop to chic cung cp dich vu chimg thue chir ky s6 co cung cip
dich vu OCSP;

- Thuat toan mat ma trén ching thu $6;

- Muc dich, pham vi str dung cua chiing thu $6.

¢) Hiéu lyc cua chimg thu sé khi dap Gng tat ca cac tiéu chi sau:
- Thoi gian trén ching thu s6 con hidu lyc tai thoi diém ky s6;

- Céc thuat toan mat ma trén chimg thu sé tuan thi theo quy dinh vé quy chuan, tiéu
chuan ky thuat bat budc ap dung vé chir ky s6 va dich vu chiing thuc chit ky s6 dang c6 hiéu luc;

- Trang thai cua chung thu s6 con hoat dong tai thoi diém ky $6;
- Chung thu s6 duoc st dung ding muc dich, pham vi sir dung.
3. Chirc ning luu trit va hiy bo cac théng tin sau kém theo thong diép dir lidu ky so:

a) Chung thu so tuong ung voi khoa bi mat ma ngudi ky s st dung dé ky thong diép dir
liéu tai thoi diém ky sb;

b) Danh sach ching thu sé thu hoi tai thoi diém ky ciia to chuc cung cap dich vu chimg
thuc chir ky so6 da cap chung thu s6 dé ky so tuong ung voi chit ky so trén thong di€p dir ligu di;

- ¢) Quy ché chimg thyc cua t6 chtrc cung cap dich vu chung thyc chir ky s dé cap chimg
thu so tuong ung vo1 chit ky so trén thong di€p dir liéu di;

d) Két qua kiém tra trang thai chimg thu s6 twong (mg voi chit ky s trén thong diép dir
ligu dugc gui dén.

4. Chirc nang thay d6i (thém, bét) ching thu s6 cua to chire cung cap dich vu chimg thuc
chir ky sb.

5. Chtic nang thong bao (bang chit/bang ky hiéu) cho ngudi ky sb biét viée ky s6 vao
thong di€p dir liu thanh cong hay khong thanh cong.

Muc 2-Phin mém kiém tra chir ky s6



Pieu 6. Yéu cau chung

Tuan thu cac tiéu chuan ki thuat vé chit ky sb trén thong diép dit liéu tai Phu luc Danh
muc tiéu chuan vé chit ky so trén thong di€p dit liéu kém theo Thong tu nay.

Piéu 7. Yéu ciu chirc niing
1. Chirc ning kiém tra tinh hop 18 cta chir ky s trén thong diép dit lidu:

a) Cho phép xac minh chit ky sb trén thong diép dit liéu theo nguyén tic chit ky sé duoc
tao ra ding véi khoa bi mat tuong irng véi khoa cong khai trén ching thu so;

b) Cho phép viéc kiém tra ching thu sb cua nguoi ky s6 trén thong di¢p dir liéu phai
kiém tra theo duong dan tin tudng trén ching thu sO va phai thyc hién dén t6 chirc cung cap dich
vu chimg thue chit ky s6 qudc gia.

¢) Cho phép kiém tra, xac thuc thong tin ctia nguoi ky sb trén thong diép dit liéu thuc
hién tat ca cac noi dung dudi day:

- Thoi gian ¢6 hi¢u luc cua ching thu so;

- Trang thai ching thu s6 qua danh sach ching thu sb thu hdi (CRL) dugc cong bb tai
thoi diém ky so hodc bang phuong phap kiém tra trang thai chung thu so truc tuyen (OCSP) o
ché d6 truc tuyén trong truong hop to chic cung cp dich vu chimg thuce chir ky s6 co cung cip
dich vu OCSP;

- Thuat toan mat ma trén ching thu $6;

- Muc dich, pham vi str dung cta ching thu sb.

d) Hiéu luc cua chimg thu s6 khi dap tng tat ca cac tiéu chi sau:
- Thoi gian trén ching thu s6 con hiéu lyc tai thoi diém ky so;

- Céc thuat todan mat ma trén chimg thu sé tuan thi theo quy dinh vé quy chuan, tiéu
chuan ky thuét bat budc ap dung vé chir ky s6 va dich vu chiing thuc chit ky s6 dang c6 hi¢u luc;

- Trang thai ctia chtng thu s6 con hoat dong tai thoi diém ky sé;

- Chung thu s6 duoc str dung ding muc dich, pham vi sir dung.

d) Cho phép kiém tra tinh toan ven cua thong diép dir liéu ky sé:

- Giai ma chir ky s6 trén thong diép dit liéu dé co thong tin vé ma bam;

- Str dung thuat toan ham bam an toan da tao ra ma bam trén chir ky sé dé thuc hién tao
ma bam cho thong diép dir li€u;



- So sanh sy tring khép cua hai ma bam dé kiém tra tinh toan ven cua thong diép dir liéu
ky s6.

e) Chir ky s6 trén thong diép dit liéu 1a hop 1é khi:
- Viéc kiém tra, xac thuc dugc ding thong tin nguoi ky sé;
- Chig thu s6 ctia nguoi ky s6 tai thoi diém ky con hiéu lyc;

- Xac minh chir ky sb trén théng diép dit liéu ding voi khoa bi mét twong Gmg véi khoa
cong khai trén ching thu so va thong di€p dit liéu dam bao tinh toan ven.

2. Chire ning luu trit va hay bo cac thong tin sau kém theo thong diép dir lidu ky so:

a) Cac chung thu sb tuong ing v6i cac chit ky s6 trén thong diép dir liéu ky sé duoc gui
dén;

b) Cac danh sach chung thu sb thu hi tai thoi diém ky ctia t6 chirc cung cip chimg thuc
chir ky s0 twong img voi chit ky so trén thong di¢p dir liéu dugce giri dén;

¢) Quy ché chimg thuc ciia cac to chirc cung cip dich vy chimg thuc chir k¥ s6 cap phat
chung thu s6 twong tmg voi cac chit ky s trén thong diép dit liéu duoc giri dén;

d) Két qua kiém tra trang thai chimg thu sé twong mg véi chir ky s6 trén thong diép dir
li¢u duoc gui dén.

3. Chirc nang thay d6i (thém, b6t) ching thu sé cua t6 chirc cung cap dich vu chimg thuc
chir ky so.
4. Chirc nang théng bao (bang chit/bang ky hiéu) viéc kiém tra tinh hop 1¢ cua chit ky s6
1a hop 1€ hay khong hop €.
Chuwong II1
PIEU KHOAN THI HANH

Diéu 8. T6 chirc thuc hién

1. Trung tam Chung thuc dién tir quéc gia c6 trach nhiém hudng dan thyc hién cac noi
dung ctuia Thong tu nay.

2. T chirc cung cap dich vu chimg thuc chir ky s6 cong cong, t6 chirc cung cap dich vu
ching thyc chir ky s6 chuyén dung cua co quan, t6 chirc cong b cac dic ta ki thuat (tai liéu va
bd cong cu), ching thu s6 lién quan dén to chue cung cap dich vu ching thue chir ky s6 va céc
tiéu chuan chit ky s trén trang tin dién tir cia to chtrc cung cip dich vu chimg thuc chit ky s6.

3. To chure, ca nhén phat trién ng dung, str dung chir ky so c6 trach nhiém tuén thu cac
quy dinh vé yéu cau k¥ thuat, huéng dan sir dung d6i voi phan mém ky sd, phan mém kiém tra
chir ky sb.



Piéu 9. Piéu khoan chuyén tiép

Céc co quan, t6 chirc, ca nhan dang str dung phan mém ky sb, phan mém kiém tra chit ky
s0 trude thoi diém Thong tu nay co6 hiu luc ti€p tuc sir dung cho dén khi thay d6i, nang cap hodc
thay thé phan mém moi, tuan thu quy dinh Thong tu nay.

Piéu 10. Hiéu lwe thi hanh
1. Thong tu nay co hiéu luc thi hanh ké tir ngay 01 thang 11 nam 2020.

2. Chanh Vin phong, Giam dc Trung tim Chung thyc dién tir quoc gia, Thi trudng cac
co quan, don vi thudéc B9, Giam doc S& Thong tin va Truyén thong céc tinh, thanh pho truc
thugc Trung wong, to chirc, ca nhan ¢ li€n quan chiu trach nhiém thi hanh Thong tu nay.

3. Trong qua trinh thuc hién, néu c6 kho khan, vuong méc, co quan, td chuc, ca nhan
phan anh kip thoi vé Bo Thong tin va Truyén thong (Trung tam Ching thuc dién tir quoc gia) dé
xem x¢&t, giai quyeét./.

BO TRUONG

Noi nhdn:
- Thu tudng, cac Phé Thu tuéng Chinh phi;
- Cac B9, co quan ngang B9, co quan thudc Chinh phu;
- UBND céc tinh, thanh phé truc thudc TW;
- S¢ TTTT cac tinh, thanh phé trye thude TW;
- SO Van hoa, Thong tin, Thé thao va Du lich Bac Liéu;
- Cuc Kiém tra van ban QPPL (B¢ Tu phap);
- Cong b4o, Cdng thong tin dién tir Chinh phi;
-Bo TTTT: B9 trudng va cac Thir trudng,
cac co quan, don vi thugc BJ;
- Céng thong tin dién tr Bo;
- Luu: VT, NEAC (250).

Nguyén Manh Hung



PHU LUC

DANH MUC TIEU CHUAN K)? THUAT VE CHU KY SO TREN THONG PIEP DU LIEU
(Ban hanh kem theo Thong tw so 22/2020/TT-BTTTT ngay 07 thang 9 nam 2020 cua B¢ truong
Bo6 Thong tin va Truyén thong)

S6 Loai tiéu Ky hi¢u Tén diy di ciia tiéu chudn | Quy dinh 4p dung
TT chuan tiéu chuan
1 Tiéu chuén vé dinh dang thong diép dir liéu
1.1 B ky tw vama | ASCII American Standard Code for Khuyén nghi 4p
hoa Information Interchange dung
1.2 Bo ky tu V,::IL ma | TCVN TCVN 6909:2001 Céng nghé Bit budc ap dung
hoéa cho tiéng thong tin-Bo ma ky tu tiéng
Viét 6909:2001 | Viét 16-hit”
1.3 Trinh dién b UTF-8 8-bit Universal Character Set Khuyén nghi ap
ky tu (UCS)/ Unicode dung
Transformation Format
1.4 Ngon ngit dinh | XML v1.0 Extensible Markup Khuyén nghi ap
dang thong dung mot trong hai
diép dir licu (5th Edition) | Language version 1.0 (5th tiéu chuan
Edition)
XML v1.1 Extensible Markup
(2nd Language version 1.1
Edition)
1.5 Dinh nghia cic | XML XML Schema version 1.1 Khuyén nghi 4p
lugce do trong Schema dung
tai liéu XML version 1.1
1.6 Trao doi dix XML v2.4.2 | XML Metadata Interchange Khuyén nghi ap
liéu dac ta tai version 2.4.2 dung
lidu XML
Z Tiéu chuin vé ky s0, kiém tra chir ky s6
2.1 Tiéu chuin vé Ky s0 trén !:hiét bi quén ly khoa bi mit, phin mém Ky so, tao chir ky
s0, chirng thw so, phan mém kiém tra chir ky so.
2.1.1 | Thuattoanma | TCVN Cong nghé thong tin. K§ thuat | Khuyén nghi ap




hoa 7816:2007 mat ma - thuat toan ma dir liéu | dung
AES
NIST 800- Recommendation for the Triple | Khuyén nghi ap
67 Data Encryption Algorithm dung
(TDEA) Block Cipher
PKCS#1 RSA Cryptography Standard Khuyén nghi ap
dung
(Phién ban 2.1 trd 1én)
Ap dung, su dung luoce dd
RSAES-OAEP d¢ ma hoa
D¢ dai khoa tdi thiéu 1a 2048
bit
ECC Elliptic Curve Crytography Khuyén nghi ap
dung
2.1.2 | Thuat toan chit | TCVN Cac ky thuat mat méa - Chir ky - Ap dung mot trong
ky so 7635:2007 SO ba tiéu chuan.
PKCS#1 RSA Cryptography Standard - D6i voi tiéu chudn
TCVN 7635:2007
ANSI Public Key Cryptography for va PKCS#1.:
X9.62-2005 | the Financial Services Industry: + Phién ban 2.1
The Elliptic Curve Digital ien ban z.
Signature Algorithm (ECDSA) + Ap dung lugc df)
RSAES-OAEP d¢
ma hoa va 7
RSASSA-PSS dé
ky.
+ D9 dai khoa tbi
thiéu 1a 2048 bit
- Déi v6i tidu chuan
ECDSA: do dai
khoa toi thi€u 1a 256
bit
2.1.3 | Ham bam an FIPS PUB Secure Hash Algorithms Ap dung mét trong
toan 180-4 cac ham bam sau:

FIPS PUB

SHA-3 Standard: Permutation-

SHA-224,
SHA-256,




202 Based Hash and Extendable- SHA-384,
Output Functions SHA-512,

SHA-512/224,
SHA-512/256,
SHA3-224,
SHA3-256,
SHA3-384,
SHA3-512,
SHAKE128,
SHAKE?256

2.1.4 | Antoan trao XML XML Encryption Syntax and Bit budc ap dung
d6i ban tin Encryption | Processing
XML Syntax and

Processing

XML XML Signature Syntax and Bit budc ap dung
Signature Processing

Syntax and

Processing

2.1.5 | Quan ly khoa XKMS v2.0 | XML Key Management Bit budc ap dung
cong khai ban Specification version 2.0
tin XML

2.1.6 | Caphéapthéng | PKCS#7 Cryptographic message syntax | Bét budc ap dung
diép mat ma v1l.5 (RFC for file-based signing and
cho ky, méd hoa | 2315) encrypting version 1.5

2.2 Tiéu chuén vé ky so trén hé thong thiét bi quan Iy khéa bi mat, chirng thu s6 va tao
chir Ky s6 theo mé hinh ky sé tir xa (remote signing)

2.2.1 | Yéucauchinh |ETSITS Electronic Signatures and Ap dung ca b tiéu
sach vaanninh | 119 431-1 | Infrastructures (ESI); Policy chuan 2 phén;
cho may chu ky and security requirements for
) trust service providers; Part 1: | Phién ban V1.1.1

TSP service components (12/2018)
operating a remote
QSCD/SCDev

ETSITS Electronic Signatures and

119 431-2 Infrastructures (ESI); Policy

and security requirements for
trust service providers; Part 2:
TSP service components
supporting AJES digital




signature creation

2.2.2 | Giao thirc tao ETSITS Electronic Signatures and Phién ban V1.1.1
chir ky so 119 432 Infrastructures (ESI); Protocols | (03/2019)
for remote digital signature
creation
2.2.3 | Ung dung ky EN 419241- | Trustworthy Systems
trén may chu 1:2018 Supporting Server Signing -
ky so Part 1: General system security
requirements
224 |Yéucaucho | EN419241- | Trustworthy Systems
mo dun ky so 2:2019 Supporting Server Signing -
Part 2: Protection Profile for
QSCD for Server Signing
225 |Yéuchuan EN 419221- | Protection Profiles for TSP
ninh doi véi 5:2018 Cryptographic modules - Part 5:
khoi an ninh Cryptographic Module for Trust
phan cirng Services
HSM
3 Tiéu chuén kiém tra trang thai ching thu s6
3.1 Giao thirc RFC 2585 Internet X.509 Public Key Ap dung mét hoic
truyén, nhén Infrastructure - Operational ca hai giao thic FTP
chirg thu so Protocols: FTP and HTTP va HTTP
va danh sach
ching thu s6 bi
thu hoi
3.2 Giao thuc cho | RFC 2560 X.509 Internet Public Key

kiém tra trang
thai chung thu
sO truc tuyén

Infrastructure - On-line
Certificate status protocol




