BO THONG TIN VA CONG HOA XA HQI CHU NGHIA VIET NAM

TRUYEN THONG Poc 1ap - Ty do - Hanh phic
S6: 923/QD-BTTTT Ha Ngi, ngay 20 thang 5 ndam 2022
QUYET PINH

BAN HANH YEU CAU KY THUAT CO BAN BOI VOI SAN PHAM PHONG, CHONG TAN
CONG TU CHOI DICH VU

BO TRUONG BQ THONG TIN VA TRUYEN THONG
Can cur Ludt An toan thong tin mang ngay 19 thang 11 nam 2015,

Can cir Nghj dinh s6 17/2017/ND-CP ngay 17 thang 02 nam 2017 cua Chinh phu quy
dinh chitc nang, nhiém vu, quyén han va co cdu té chirc ciia Bé Théong tin va Truyén thong;

Theo dé nghi ciia Cuc truéng Cuc An toan thong tin.
QUYET PINH:

Diéu 1. Ban hanh kem theo Quyét dinh ndy Yéu cau k¥ thuit co ban d6i véi san pham
Phong, chong tan cong tir choi dich vu (Anti-DDaS).

Diéu 2. Khuyén nghi co quan, t6 chirc nghién ctru, phat trién, lua chon, st dung san
pham Anti-DDoS dap g cac yéu cau k¥ thudt co ban theo Diéu 1 Quyét dinh nay.

Piéu 3. Cuc An toan thong tin chu tri, phéi hop véi cac co quan, to chuc lién quan hudng
dan viéc ap ‘dung cac yéu cau trong Yéu cau ky thuét co ban dbi v6i san pham Anti-DDoS tai
Diéu 1 Quyét dinh nay.

Picéu 4. Quyét dinh nay c6 hiéu luc thi hanh ké tir ngay ky.

Piéu 5. Chanh Vian phong, Cuc truong Cuc An toan thong tin, Thu trudng cac don vi
thudc B9, céc t6 chtrc, c4d nhan c6 lién quan chiu trach nhi¢ém thi hanh Quyét dinh nay./.

KT. BO TRUONG
Noi nhin: THU TRUONG

- Nhu Didu 5;

- Bo truong (dé b/c);

- Cac Thir truong;

- Cbng Théng tin dién tir cua Bo;
- Luu: VT, CATTT.

Nguyén Huy Diing



YEU CAU KY THUAT CO BAN
DOI VOI SAN PHAM PHONG, CHONG TAN CONG TU CHOI DICH VU
(Kem theo Quyet dinh so 923/0D-BTTTT ngay 20 thang 5 nam 2022 cua Bo truong B Thong
tin va Truyén thong)
I. THONG TIN CHUNG
1. Pham vi ap dung
Tai liéu ndy mo ta cac yéu cau ky thuat co ban d6i voi san pham Phong, chdng tan cong tur chéi
dich vu (Anti-DDoS). Tai li¢u bao gom cac nhom yéu cau: Yeéu cau ve tai liéu, Yéu cau vé quan
trj hé thong, Yéu cau Ve klem soat 16i, Yéu cau Ve log, Yéu cau Ve hleu nang xu 1y, Yéu cau vé
kha nang bao v¢, Yéu cAu vé canh bo, Yéu cau vé giam sat, Yéu clu vé tu dong hoa.

2. Poi twong ap dung

Céc co quan, td chirc co lién quan dén hoat dong nghién curu, phat trién, danh gia, lya chon san
pham Anti-DDoS khi dua vao st dung trong cac h¢ thong thong tin.

3. Khai niém va thuat ngir

Trong tai liéu nay cac khai niém va thuat ngir dugc hiéu nhu sau:

3.1. Nhat ky hé thong (Log)

Su kién an toan thong tin dugc hé théng ghi lai, lién quan dén trang thai hoat dong, thong bdo,
canh bao, su ¢d, cudc tan cong, thong tin vé cac mdi de doa thu thap duoc va cac théng tin khac
lién quan dén hoat dong ctia hé thong (néu co).

3.2. GAi tin (Packet)

Goi tin 12 mot don vi caa dit liéu duge chuan hoa theo cac giao thirc mang, dugc st dung dé gui,
nhén thong tin gitra thiét bi nguon va dich trén mang.

3.3. Danh sich kiém soat truy cap (Access Control List - ACL)

Danh sach kiém soat truy cp (ACL) la chinh sach dugc thiét 1ap trén thiét bi, theo thir tw vu tién
dé xac dinh hanh dong cua thiét bi (cho phep/chan) dbi voi moi goi tin duoc xir 1y boi thiét bi
phuc vu phong, chéng tan cong tir chdi dich vu.

3.4. TAn cong tir chdi dich vu phan tan (Distributed Denial of Service - DD0S)

Tén cong tu chdi dich vu phan tan la mot loai hinh tAn cong mang nham 1am mét tinh kha dung
cua hé thong, tir nhi€u nguodn tan cong phan tan khac nhau.



3.5. Canh béao (Alert)
Su kién an toan thong tin dugc thu thap tir cac thiét bi/nén tang tich hop.
3.6. P tré (Latency)

D§ tré 1a khoang thoi gian thiét bj cin dé xir Iy goi tin tir khi nhin cho dén khi dua ra hanh dong
chéan/cho phép doi véi goi tin dugce xur ly.

3.7. Pinh tuyén qua b loc (Route)

Dinh tuyen qua bo loc la viée didu huong luu lugng mang qua mot hé thdng trung gian théng qua
co ché dinh tuyén dé chan/giam thiéu luu luong tin cong.

3.8. Khoi phuc (Rollback)

La viéc khoi phuc lai chinh sach dinh tuyén ban dau truéc khi thyc hién dinh tuyén qua b loc.
II. YEU CAU CO BAN

1. Yéu ciu vé tai liéu

Anti-DDoS c6 tai liéu bao gdm céac ndi dung sau:

a) Hudng dan trién khai va thiét 1ap cu hinh;

b) Huéng dan sir dung va quén tri.

2. Yéu ciu vé quan tri hé thong

2.1. Quén ly van hanh

Anti-DDoS cho phép quéan 1y van hanh d4p (mg cac yéu cau sau:

a) Cho phep thiét lap, thay doi, ap dung thay d6i trong cu hinh h¢ thong, cau hinh quan tri tur xa,
c4u hinh tai khoan xé4c thuc va phan quyén ngudi ding, cau hinh tip danh sach kiém soat truy
cap;

b) Cho phép thiét 1ap thoi gian hé thong thi cong hoic duoc cap nhat ty dong;

¢) Cho phép thay d6i thoi gian duy tri phién két ndi;

d) Cho phép ding xuit tai khoan nguoi ding ma phién két ndi con hiéu lyc.

2.2. Quan ly xdc thwe va phan quyén



Anti-DDoS cho phép quan Iy cdu hinh tai khoan xac thuc va phan quyén ngudi dung dap tmg cac
yéu cau sau:

a) Ho tro phuong thirc xac thuc bang tai khoan - mat khau;

b) HS tro phan nhom tai khoan tdi thiéu theo 02 nhém 1 quan tri vién va nguoi dung thudng voi
nhirng quyén han cu thé do6i véi ting nhom.

2.3. Quan ly bao cao

Anti-DDoS cho phép quan 1y bao céo thong qua giao dién dd hoa dap tmg cac yéu ciu sau:

a) Cho phép tao méi theo thoi gian mudn xuét béo cdo;

b) Cho phép tai vé bao cdo theo chu ky thoi gian.

3. Yéu ciu vé kiém so4t 15i

3.1. Bio vé cdu hinh

Trong truong hop Anti-DDoS phai khoi dong lai do co 16i phat sinh (ngoai trir 16i phan cimg),
Anti-DDoS dam bao cau hinh h¢ thong dang duge ép dung phai duge luu lai va khong bi thay
doi trong 1an khoi dong ke tiép.

3.2. Bao vé dir liéu log

Trong truomg hop Anti-DDoS phai khéi dong lai do co 16i phat sinh (ngoai trir 16i phan cimng),
Antl DDoS dam bao dir liéu log di duoc luu lai phai khong bi thay di trong lan khoi dong ké
tiép.

3.3. Pong bd thoi gian hé thong

Trong truong hop Anti-DDoS phai khéi dong lai do co 16i phét sinh (ngoai trir 16i phan cimg),
Anti-DDoS dam bao thoi gian hé thdng phai dwgc dong b tw dong dén thoi diém hién tai.

3.4. Kha ning chiu 16i van hanh

Trong trudng hop Anti-DDoS gip 16i trong qué trinh thuc thi ACL ma khong thé ty dong khic
phuc dugc, Anti-DDoS phai cho phép tu dong kich hoat chirc nang bo qua ki€ém soat va cho phép
quan tri vién kich hoat thu cong chirc nang nay.

4. Yéu ciu veé log

4.1. Log quan tri h¢ thong

a) Anti-DDoS cho phép ghi log quan trj hé théng vé cac loai su kién sau:



i. Thay d6i ACL ctia hé thong cho ting dia chi IP riéng biét;

ii. Thay ddi vé route/rollback mot dia chi IP ra khoi hé théng;

iii. Thong tin két qua 1énh twong tac v6i bd dinh tuyén trén mang ludi dé route/rollback hé thong.
b) Anti-DDoS cho phép ghi log quan tri hé thong c6 cac trudng thong tin sau:

i. Thoi gian sinh log (bao gdbm nam, thang, ngay, gio, phit va gidy);

ii. Pinh danh cua tac nhan thyc hién quan tri hé thong (vi du: tai khoan ngudi ding, tén hé thong,

K
iii. Dinh danh cua dbi tugng tdc dong (dia chi IP bi tac dong);

iv. Thong tin chi tiét vé cac thay doi cdu hinh hé thdng bai ngudi quan tri (vi du: danh sach ACL
bi thay doi);

v. Két qua thuc hién viéc thay dbi ciu hinh hé théng bdi ngudi quan tri (thanh coéng hodc that
bai).

4.2. Dinh dang log

Anti-DDoS cho phép chuan hoa log theo t6i thiéu 01 dinh dang da dugc dinh nghia trude dé
truyén dir liéu log cho cac phan mém quan 1y, phan tich, dicu tra log.

4.3. Quan ly log

Anti-DDoS cho phép quén 1y log dap ting cac yéu cau sau:

a) Cho phép tim kiém log theo tir khoa theo thoi gian va theo ddi twong;
b) Phan chia log thanh t6i thiéu 02 nhom:

1. Log hanh vi tuong tadc nguoi dung;

ii. Log hanh vi tuong tac ctia Anti-DDoS voéi cac thiét bi mang khac.

5. Yéu ciu vé hiéu ning xir Iy

Anti-DDoS duogc trlen khai thoa man céu hinh t6i thleu theo hudng dan cai dat va thiét 1ap céu
hinh ctia nha san xudt phai dam bao dép mg cic yéu cau sau:

5.1. Do tré khi di qua b loc

Anti-DDoS dam bao rang do tré ctia goi tin dugc xtr Iy khong vuot qua 03 ms.



5.2. Thoi gian phat hién tin cong

Déi véi cac dang tan cong tai Muc II, khodn 6, Anti-DDoS dam bao thoi gian phat hién tan cong
toi da la 03 phut tir lac ¢6 tan cong DDoS xay ra.

5.3. Biing thong chéng tin cong

Anti-DDoS cho phép xir Iy cac cudc tin cong DDoS bang thong t6i thiéu 1Gbps/01 thiét bi.
5.4. Kha ning chin loc lwu lwong tin cong

a) Anti-DDoS dam bao kha ning phat hién va chin loc luu luong tin cong tbi thiéu 80%.
b) Anti-DDoS dam bao kha ning bao vé luu luong sach tbi thiéu 85%.

6. Yéu ciu vé kha niing bio vé

Anti-DDoS dam bao dich vu ciia khach hang van hoat dong binh thuong trudc tbi thiéu cac loai
tan cong DDoS sau bao gom:

a) Tan cong lam tran ngap biang thong: UDP reflection (DNS, NTP amplification, SSDP attack,
Chargen attack), IP fragment, ICMP flood va cac dang tan cong tuong tu;

b) Tén cong can kiét tai nguyén qua giao thac TCP: SYN flood, ACK flood, RST flood, SYN-
ACK flood va céc dang tan cong tuong tu;

¢) Tan cong sir dung goi tin khong hop 18: malformed, invalid packet;

d) Tan cong glri goi tin/yéu cau véi tan suat cao, dot ngot;

@) Tan cong qua phan tich hanh vi nguoi ding: HTTP page flood, DNS flood, brute force;

e) Kha nang chén loc goi tin theo chinh sach sir dung ALC.

7. Yéu cau vé canh bao

7.1. Céu hinh canh bao

Anti-DDoS cho phép cau hinh canh bao cho ngudi ding bao gdom:

a) Cho phép c4u hinh noi dung giri canh bao qua mét trong cac cach thirc sau: Email/SMS/OTT;
b) Cho phép ciu hinh nhiéu nguoi nhan trong cling mot thoi gian qua Email hay SMS;

¢) Cho phép céu hinh chi giri canh bao dua trén cac diéu kién mong muén (vi du: mirc d6 tin
cong, dia chi IP bi tan cong);



d) Cho phép cu hinh canh bao riéng biét theo cac nhom dia chi IP bao vé khac nhau;

@) Cho phép cau hinh cic ngudng phat hién canh béo tan cong theo timg nhom dia chi IP bao vé
khac nhau.

7.2. Canh bao theo thoi gian thue

Anti-DDoS cho phép tuy dong canh bio t6i ngudi dung theo thoi gian thuc ddi voi cac loai sur
kién sau.

a) Canh bao khi c6 tan cong DDoS xay ra;

b) Canh bao vé ty dong xtr 1y tdn cong DDoS;

¢) Canh bao khi tin cong DDoS két thiic.

8. Yéu ciu vé giam sat

Anti-DDoS cho phép gidm sat va phan tich sy c6 tin cong DDoS:

a) Cho phép giam sat théng tin cac cudc tin cong xay ra theo thoi gian thuc va tim kiém trong
cac cudc tan cong da xay ra;

b) Cho phép giam sat bang thong theo dia chi IP va dai mang phuc vu phén tich tan cong;

c¢) Cho phép giam sat theo doi hi¢u qua chan loc thong qua luu lugng bang thong trude va sau
khi di qua b Ioc.

9. Yéu ciu vé ty dong hoa
Anti-DDoS cho phép quéan 1y bao vé tyr dong dia chi IP bi tan cong dugc ciu hinh trén hé thong:

a) Cho phép cau hinh kich ban (diéu kién) ty dong bao vé dia chi IP khi phat hién duogc tin cong
Xay ra;

b) Cho phép tu dong tao ra ACL ngin chin tin cong dwa trén dic diém tin cong phat hién dugc;
¢) Cho phép tir dong bo bao vé, tra vé diéu kién ban dau khi phat hién tin cong da két thic;

d) Thong bao cho ngudi dung khi dia chi IP dugc ty dong bao vé.



